UNIVERSITY OF TWENTE.\/

® codeplay’

VerCors' + (SYCL.

Omer Sakar, PhD Student
UNIVERSITY OF TWENTE, NETHERLANDS




Overview

= My background
= VerCors
= Separation Logic
»  PVL (Prototypal Verification Language)

= SYCL
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Formal Methods & Tools
EEMCS Faculty at the University of Twente

= https://www.utwente.nl/en/eemcs/fmt/

//I\
VerCors
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//l\
VerCors

- Deductive verifier of concurrent and parallel software

- Static analysis of source code

- Supports multiple input languages

- Verification is automated, given user-provided annotations

- Annotations are written as pre/post-condition style contracts
- Logic based on permission-based separation logic

- There are two tool papers on VerCors:

-  The VerCors tool set: verification of parallel and concurrent software. Blom, S., et al. (IFM 2017)

-  The VerCors verifier: a progress report. Armborst, L., et al. (CAV 2024)
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VerCors\

PVL

GyeL.

Viper

e o //1\
VerCors

Z3
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//I\
VerCors

- The explanations use PVL
- Easiest to explain concepts
- Language that is best supported

- Java-like syntax
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//l\
VerCors

Functional Correctness

int meanRGB(int r, int g, int b){
return (g + b + r) / 3;
}
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//l\
VerCors

Functional Correctness

requires 0 <= r && r < 256;

int meanRGB(int r, int g, int b){
return (g + b + r) / 3;

}
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//l\
VerCors

Functional Correctness

requires 0 <= r && r < 256;
requires 0 <= g && g < 256;
requires 0 <= b && b < 256;

int meanRGB(int r, int g, int b){
return (g + b + r) / 3;
}
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//l\
VerCors

Functional Correctness

requires 0 <= r && r < 256;
requires 0 <= g && g < 256;
requires 0 <= b && b < 256;
ensures \result == (r + g + b) / 3;

int meanRGB(int r, int g, int b){
return (g + b + r) / 3;
}
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//l\
VerCors

Functional Correctness

requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

ensures \result == (r + g + b) / 3;

ensures 0 <= \result && \result < 256;

int meanRGB(int r, int g, int b){
return (g + b + r) / 3;

}
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/’1\
VerCors

Functional Correctness

requires 0 <= r && r < 256;
requires 0 <= g && g < 256;
requires 0 <= b && b < 256;
ensures \result == (r + g + b) / 3; ~
ensures 0 <= \result && \result < 256;
int meanRGB(int r, int g, int b){
return (g + b + r) / 3;
}
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//l\
VerCors

Functional Correctness

requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

ensures \result == (r + g + b) / 3;

ensures 0 <= \result && \result < 128;“
int meanRGB(int r, int g, int b){

return (g + b + r) / 3;
}
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/1\
VerCors
Modularity

requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

ensures \result == add(g,b,r) / 3;

ensures 0 <= \result && \result < 256;

int meanRGB(int r, int g, int b) {
return add(r,b,g) / 3;

requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

ensures \result == r+g+b;

int add(int r, int g, int b) {
return (r+g+b);
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/1\
VerCors
Modularity

add and meanRGB are requires 0 <= r && r < 256;

iy requires 0 <= g && g < 256;
verified separately. L o s oy

ensures \result == add(g,b,r) / 3;

ensures 0 <= \result && \result < 256;

int meanRGB(int r, int g, int b) {
return add(r,b,g) / 3;

requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

ensures \result == r+g+b;

int add(int r, int g, int b) {
return (r+g+b);
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/1\
VerCors
Modularity

add and meanRGB are requires 0 <= r && r < 256;

e requires 0 <= g && g < 256;
verified separately. L o s oy

ensures \result == add(g,b,r) / 3;

ensures 0 <= \result && \result < 256;

int meanRGB(int r, int g, int b) {
return add(r,b,g) / 3;

}

(requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

<< ensures \result == r+g+b;

int add(int r, int g, int b) {
return (r+g+b);

Assume the preconditions
Prove the postconditions

W
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/1\
VerCors
Modularity

add and meanRGB are requires 0 <= r && r < 256;

e requires 0 <= g && g < 256;
verified separately. L o s oy

ensures \result == add(g,b,r) / 3;
ensures 0 <= \result && \result < 256;
int meanRGB(int r, int g, int b) {

L ret add(r,b,q) / 3;
Prove the precondltlons}/um 7

Get the postconditions

(requires 0 <= r && r < 256;

requires 0 <= g && g < 256;

requires 0 <= b && b < 256;

<< ensures \result == r+g+b;

int add(int r, int g, int b) {
return (r+g+b);

Assume the preconditions
Prove the postconditions

W
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//I\
VerCors

=  What do we prove?
= Functional-correctness properties
= Data-race freedom and memory safety (by default)

= Partial correctness (no proof for termination)
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//l\
VerCors

Data-race freedom

class RGB {

int r;
int g;
int b;
ensures r == 0 && g == 0 && b ==
void clear () {
r =20;
g=0;
b=20;
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//l\
VerCors

Data-race freedom

class RGB {

int r;
int g;
int b;
ensures r == 0 && g == 0 && b ==
void clear () {
r =20;
g=0;
b=20;
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//l\
VerCors

Permission-based Separation Logic

= Permissions to specify ownership
= Tokens to specify access mode (read/write)
=  Specify permissions for every shared location
= Permisisons are fractions between 0 and 1
= 0<p<1isaread permission
= 1 is a write permission

= For any shared location, at most 1 permission in the whole system
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

context Perm(r, write) ** Perm(g, write) ** Perm(b, write);

ensures r == 0 & g == 0 && b == 0;
void clear () {

r =0;

g=0;

b=20;
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//l\
VerCors

Data-race freedom

class RGB {

int r;
int g;
int b;
context
ensures r == 0 & g == 0 && b == 0;
void clear () {
r =0;
g=0;
b=20;
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//l\
VerCors

Data-race freedom

class RGB {

int r;
int g;
int b;
context Perm(r, )
ensures r == 0 & g == 0 && b == 0;
void clear () {
r =20;
g=0;
b=20;

UNIVERSITY OF TWENTE.



//l\
VerCors

Data-race freedom

class RGB {

int r;
int g;
int b;
context Perm(r, 1\1)
ensures r == 0 & g == 0 && b == 0;
void clear () {
r =20;
g=0;
b=20;
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

context Perm(r, write)

ensures r == 0 & g == 0 && b == 0;
void clear () {

r =0;

g=0;

b=20;
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

context Perm(r, write) ** Perm(g, write) ** Perm(b, write);

ensures r == 0 & g == 0 && b == 0;
void clear () {

r =0;

g=0;

b=20;
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

context Perm(r,1\2);
ensures \result == r;
int getR() {

return r;

}
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

context Perm(r,read);
ensures \result == r;
int getR() {

return r;

}
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//l\
VerCors

Data-race freedom

class RGB {
int r;
int g;
int b;

requires Perm(r,3\4);
ensures Perm(r,1\4);
int getR() {
return r;
}
}

void main() {
RGB rgb = new RGB() ;

int r = rgb.getR() ;

r = rgb.getR() ;
assert r ==
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Overview

e Matrix Multiplication
e \Verification Concepts/Techniques
e Matrix Multiplication in SYCL
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Matrix Multiplication

aiz a2 -0 Q1p buu bz -0 by €11 C12

a1 axp - Qg bt by -+ by C1 €22
B = Ax B=C=

Aml Am2  **° Qmn bnl bn2 e bnp Cml Cm2

n
Cij = @;1b1j + aipboj + - + Qinbp; = E i by
=1
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Matrix Multiplication

c
ai a2 -+ Qip blp 11
C21
az a2, bay
AxX B=C=
aGm1 am2 *** Qmn bnp Cm1

n
Cij = a;1byj + aipboj + -+ + ainbyj = E air,by;
k=1
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Matrix Multiplication

aii a2 e Qln bll b12 e blp 11
- $ae C21
as;  a asy, ba1  |bao bap
B — Ax B=C=
Aml am2 - Omn bnl bn2 s bnp Cm1

n
Cij = a;1byj + aipboj + -+ + ainbyj = E air,by;
k=1
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Matrix Multiplication

- Kernel 1: Initialize matrix a
- Kernel 2: Initialize matrix b

- Kernel 3: Calculate c=axb
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Matrix Multiplication

Ghost state
ai;  aiz v Ay bii b1z bip
asy as? . oo Ao b21 b22 b2p
B - . -
am1  am2 v Amn bnl bn2 bnp

UNIVERSITY OF TWENTE.



Matrix Multiplication

. Ghost state

aipx a2 -t Qly bin iz
as as? I ¢ 1,79 b21 b22
B =
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Matrix Multiplication

. Ghost state
- ai;  aiz v Ay bii b1z bip
a1 as? » oo Ao b21 b22 b2p
A — B - . .
Aml  Om> i -_— b1 bn2 bnp
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Matrix Multiplication

. Ghost state

a1 aip o+ Qi buin b1z b1p

asy as? e Qp b21 b22 b2p
A = B -

Aml Am2  **° OQmp bnl bn2 b'n,p
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Matrix Multiplication

. Ghost state

a1 aip o+ Qi buin b1z b1p
asy as? e Qp b21 b22 b2p
A = B -
Am1  am2 ctr Qmn bnl bn2 b'n,p
aji; Q2 Qi bir  brz bp
az Q@ - Q2p i by bao bap
B =
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Matrix Multiplication

. Ghost state

a1 a ©a, biir b - by

as as? e QA9p b21 b22 Saten b2p
A = B —

Gml Gm2 *** Qmn bpi b2 - by

aiy Qa2 -+ Ay bin b bip

a1 Q2 - Q2 b1 by - b2p
B =

a'm 1 am2 e B amn b’n,l bn2 et b’n.p

UNIVERSITY OF TWENTE.



Matrix Multiplication

. Ghost state

a’].]. a12 PR aln bll b12 “ e blp c].]. 612 “ e Clp

@ @ c-c Qg bar by - by Cor €t Cyp
A — B : . - - C ==

aml am2 .« amn bnl bn2 ... bnp cml Cm2 P Cmp

aii a2 -+  Qip bun] bz - blp

as Q2 - Qg « fb2r] b2 - by
B =

Am1  Am2 e Qmn b’nl bn2 ssmse bnp
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Matrix Multiplication

. Loop invariant

aii a2 e Qin bll b12

asy as? e Qop b21 b22
A = B -

am1 AGm2 - Omn bnl bn2

aipz a2 - Qip

a1 G2 - Q2
B =

Am1 aGm2 *** Qmn
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Matrix Multiplication

. Loop invariant

aii a2 e Qin bll b12

asy as? e Qop b21 b22
A = B -

am1 AGm2 - Omn bnl bn2

a12 PR aln bll b12

azp - Q2 by by
B =

am2 e e amn bn]. bn2
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Matrix Multiplication

. Loop invariant

a;;1  aip Qg buu bz -+ by
az @z v Q2 - bar by -+ by

A ; ; . . : . . . Sum a,,*b,,+a;,*b,,
aml am2 P amn bnl bn2 PR bnp

UNIVERSITY OF TWENTE.



Matrix Multiplication

. Loop invariant

a1 @i - Qi biir b - by
as as? e QA9p o b21 b22 Saten b2p
= = - * * *
A . . i . : C . . sum = a, *b,,;+a;,*b,, . a; *b,
Gml Om2 *°* QGmn bt b2 -+ by

ai;r a2 v Qup bu| bz -+ by

a1 Q2 - Q2 K bor| by - b2p
B =

AQml am2 - Qmp bnl bn2 U bnp
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Matrix Multiplication in SYCL

VSCode
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Matrix Multiplication in SYCL

=  Current improvement points of SYCL support
= Currently only buffers/accessors are supported
=  USM support is a possible followup

= The proof takes ~4 minutes

Also proven the concrete case

®  Parsing C++ takes significant time, ~1 minute

UNIVERSITY OF TWENTE.



